E-mai| nessages to nmailing lists and online foruns are socially
designed to infect conputers with keyl ogger malware, security
resear chers said.
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The attacks on nmailing lists and online foruns contain information
related to recent events in Tibet and nmay appear to cone froma
trusted person or organization

A shadow war agai nst organi zati ons supporting Ti betan protesters has
erupted in cyberspace, mrroring efforts by Chinese authorities to
quell unrest in the Tibet.

"Sonmebody is trying to use pro-Tibet thened e-nails to infect

comput ers of the nenbers of pro-Tibet groups to spy on their actions,"”
said M kko H Hypponen, chief research officer at F-Secure, in a blog
post on Friday. "And this is not an isolated incident. Far fromit."

The cyberattack involves sending e-nail nessages to nmailing lists,
online forunms, and people known to be affiliated w th pro-Tibet
groups. To enhance their legitinmacy, the nessages contain information
related to recent events in Tibet and nmay appear to cone froma
trusted person or organization

But the content is sinply bait, a social engineering con, to get

reci pients to open the docunents and trigger an exploit. "The exploit
silently drops and runs a file called C \Program

Fi | es\ Updat e\ wi nkey. exe, " expl ai ns Hypponen. "This is a keyl ogger that
collects and sends everything typed on the affected nmachine to a
server running at xsz.8800.org. And 8800.0rg is a Chi nese DNS-bouncer
systemthat, while not rogue by itself, has been used over and over
again in various targeted attacks."

Efforts by Chinese authorities to contain protests in Tibet and limt
nmedi a access to the country have been widely reported. Reporters

W thout Borders on Thursday said it had identified nore than 40
serious violations of the rights of foreign journalists in Tibet and
Chi na since Marchl0. And access to YouTube and nmai nstream nedia sites
like the BBC, CNN, and Yahoo has al so been restricted.

But there's no direct proof that anti-Ti betan cyberattacks are being
directed by Chinese authorities.

"These attacks are sophisticated," said G eg Walton, who provides IT



support for Tibetans and researches Chinese conputer espionage at the
University of Sunderland in the United Kingdom "W can only specul ate
where they're coning from W can say the control servers are based in
China. But these servers can just be stepping stones."

"Anyt hing coning from China is not necessarily comng fromthe

Chi nese," said Marcus Sachs, director of the SANS Institute Internet
Storm Center. "It could be coming fromliterally anyone fromthe

pl anet."

Maarten Van Horenbeeck, a security researcher and SANS Institute
Internet Storm Center handler, said in a Storm Center post Friday that
politically notivated attacks have been reported at |east since 2002
and that other conmunities and groups have been targeted, including
Fal un Gong and the Uyghurs.

"The attacks generally start with a very trustworthy |ooking e-mail,
bei ng spoofed as originating froma known contact, to someone within a

community," Horenbeeck said. "In sone cases, nessages have al so been
distributed to mailing lists. These nessages, however, contain
mal i ci ous attachnments." In early March, a conputer security researcher

at Sophos noticed different nalware using Tibetan inages to trigger an
exploit.

A spokesperson for the FBI in Washington, D.C., confirmed that the
agency had received infornmation fromthe Save Darfur Coalition
indicating that the group's e-mail accounts had been conprom sed by
hackers who appear to be based in China and that the FBI is |ooking
into the matter. The Save Darfur Coalition has been critical of China
for "sponsoring the genocide in Darfur."

The FBI had no infornmation to provide about attacks targeting Tibetan
groups.

Sachs recounted how in 2001, following a collision between a U S. Navy
EP- 3 reconnai ssance plane and a People's Liberation Arnmy jet, Chinese
hackers attacked U. S. servers. "Best we could tell, there was no

Chi nese governnent involvenent," he said.

Sachs believes the cyberattacks directed at Ti betan organi zations are
simlarly the actions of Chinese hackers notivated by nationalism
wi t hout national direction.

The massive cyberattack on Estonia last year, in response to Estonia's
decision to nove a Russian war nenorial, presents an anal ogous
situation. While Russia's hand in the affair is easy to inmagine,
cybersecurity experts nostly see the attack as an act of nationali st
zeal rather than coordi nated, state-sponsored cyberwarfare.



Now that the Internet has evolved froma geeky curiosity to a shared
transnational platformof economic, social, and political consequence,
t he question becones, what kind of political response is appropriate
for such attacks?

Were Canadi ans regularly shooting at the tires of U S. trucks
attenpting to deliver goods into Canada, both the U S. and Canadi an
governnents woul d respond. Yet the information econony is not defended
wi th the sanme ent husiasm as the real -goods econony.

Googl e, Mcrosoft, and Yahoo have tried to raise this issue by calling
for the U S. governnent to treat censorship as a trade barrier. To
date, that hasn't happened.

In contrast to traditional political crises, where countries wthdraw
di pl omat s or inpose sanctions to voice discontent, Sachs said, "In the
cyberworld, we don't have centuries of diplomatic solutions. W're
probably going to go through several decades of uncertainty about how
to express displeasure."

Civiblog is an international initiative with the aim of giving voice
to individuals and organi zations involved in global civil society. W
provide platforns and resources for NGOs, activists, dissidents and

i ndividuals at risk through the nedi um of bl ogging.
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